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Summary  The  major  objective  of  the  article  is  to  supply  the  novel  and  efﬁcient  methodology
of digital  image  steganography  that  describes  individuality  regarding  secret  transmission  using
the adaptive  circular  queue  least  signiﬁcant  bits  (LSBs)  substitution.  The  data  structure  queue  is
employed  dynamically  in  resource  distribution  between  multiple  communication  recipients  and
once secret  information  transmitted  asynchronously.  Here,  RSA  cryptosystem  is  employed  for
secret information  conﬁdentiality  and  authentication.  The  result  of  the  cryptosystem  organised
into various  blocks.  In  steganography  method,  organise  the  cover  image  into  various  circular
queues blocks.  Dynamically  adapted  procedure  is  employed  to  assign  secret  cypher  blocks  to  cir-
cular queues  for  embedding.  Authorised  receiver  will  determine  the  right  plain  text  using  private
key in  RSA  decypherment.  Performance  analysis  is  evaluated  by  using  MSE,  PSNR  and  maximum
embedding capacity.  Results  are  higher  as  compared  with  several  of  existing  algorithms  of  image
steganography.
© 2016  Published  by  Elsevier  GmbH.  This  is  an  open  access  article  under  the  CC  BY-NC-ND  license
rg/li(http://creativecommons.o This article belongs to the special issue on Engineering and Mate-
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ntroduction
nformation  and  communication  technology  play  a  vital
ppearance  now  days  for  implication  of  lots  of  IT  devices
long  with  security  concerns.  Sustaining  secrecy  of  elec-
ronic  data  over  the  World  Wide  Web  in  the  era  of  internet,
nd  cloud  computing  is  very  crucial  aspect.  Cryptography
nd  steganography  both  are  used  together  to  accomplish
he  security  challenges  to  the  transmitted  data  over  cloud
nd  mobile  networking.  Cryptography  provides  conﬁden-
iality  to  the  secret  data  at  end  to  end  communication
icle under the CC BY-NC-ND license (http://creativecommons.org/
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•Figure  1  Flow  diagram  of  work  methodology.
nd  data  centre  for  storage.  Steganography  is  a  method  of
ecret  communication  over  transmission  channel  in  which
ecret  information  is  embedded  into  various  multimedia  ﬁles
Provos  and  Honeyman,  2003).  In  steganography,  an  intruder
annot  leak  or  suspect  the  secret  data  that  some  secret
nformation  is  passing  through  transmission  channel.  The
roposed  method  provides  more  than  one  level  of  security
aradigm.  Formerly,  the  data  is  encrypted  using  RSA  public
ey  cryptography  algorithm  and  later,  the  encrypted  data  is
oncealed  into  the  LSBs  of  cover  image  using  the  circular
ueue  substitutions,  thus  the  strength  of  steganography  can
e  increased  with  cryptography.  Hiding  the  data  into  LSBs
f  cover  image  does  not  much  affect  its  visual  appearance
uality.
There  are  numerous  procedures  used  to  hide  a  vari-
ty  of  multimedia  secrets  inside  distinguish  multimedia
les.  Anderson  and  Petitcolas  discussed  some  limitations  in
teganography  methods.  They  approached  an  information
heoretic  method  using  Shannon’s  theory  for  perfect  secu-
ity  of  data  (Ross  et  al.,  1998).  In  the  another  LSB  procedure,
ne  bit  of  secret  data  is  substituted  at  the  8th  position  of
very  byte  of  the  coated  ﬁle,  if  the  entropy  and  correlation
alues  of  stego  image  and  the  cover  image  show  the  equality
fter  encyphering  then  it  represents  process  is  safe  (Younes
nd  Jantan,  2008).  Swain  and  Lenka  (2015)  proposed  a  new
teganography  technique  based  on  LSB  array.  One  of  the  four
rrays  is  obtained  and  formed  on  the  basis  of  the  length  of
he  secret  message.  The  different  words  of  the  secret  data
re  mapped  on  the  chosen  array,  where  maximum  match
ound,  there  obscured  the  data  and  start  indices  are  noted
own.  In  the  other  method,  author  proposed  a  two-way
lock  matching  procedure  and  the  hop  embedding  scheme
o  hide  a  secret  image  data  inside  a  cover  image  (Wang  and
hen,  2006).  Nag  et  al.  (2011)  suggested  a  novel  method
n  a  steganography  system  based  on  the  afﬁne  encryption
lgorithm  and  embeds  the  secret  data  at  the  LSB  position
n  order  to  advise  a  solid  security  and  imperceptible  ocular
uality  to  secret  data.  Our  novel  approach  can  be  under-
tood  by  referring  the  following  divisions.  In  division  2,  the
roblem  formulation  and  work  methodology  is  suggested,  in
ivision  3,  results  and  analysis  are  done,  and  ﬁnally  the  work
s  concluded.M.  Jain  et  al.
roblem formulation and work methodology
low  diagram  of  work  methodology
he  problem  statement  consists  of  circular  queue  LSB  inser-
ion  and  RSA  algorithm  to  create  a  secure  crypto-stegano
lgorithm,  which  is  far  more  secure  than  many  systems  being
sed  for  the  purpose  of  secretly  sending  the  data.  Fig.  1
hows  the  work  ﬂow  of  this  algorithm.
roposed  algorithm
 In  our  novel  opted  system,  ﬁrst  of  all  we  select  a  grey
image  as  a  cover  image  and  a  secret  message  which  will
be  embedded  in  the  cover  image.
 RSA  encryption  technique  is  used  to  encrypt  the  secret
data  before  embedding.
 After  RSA  encryption,  cypher  text  will  be  obtained.  Now
cypher  text  will  be  divided  in  number  of  blocks  and  each
block  has  7  bytes  instead  of  8  bytes,  since  in  full  circular
queue  one  slot  is  empty  hence  one  pixel  will  not  used  for
embedding,  it  is  a  property  of  full  circular  queue.  Now
cover  image  will  be  divided  except  some  reserved  location
i.e.  to  byte  numbers  3045—4045  into  16  image  blocks  and
each  image  block  has  equal  number  of  bytes  or  pixels.
Now  organise  the  1st  byte  of  all  16  image  block  in  one
circular  queue,  2nd  byte  of  all  16  image  block  in  second
circular  queue  and  so  on.  Starting  index  in  circular  queue
for  embedding  may  be  any  pixel.
 After  that,  dynamic  adaptive  procedure  is  used  for
dynamic  selection  of  secret  cypher  data  blocks  and  circu-
lar  queue  for  embedding  the  secret  data  and  start  index
for  embedding  in  circular  queue.  Subtract  all  the  integer
values  of  ﬁrst  data  byte  of  all  the  data  blocks  from  255.
The  data  block  whose  ﬁrst  data  byte  is  having  minimum
difference  value,  taken  as  ﬁrst  data  block  for  processing.
After  that,  all  data  blocks  are  taken  into  consideration
based  on  their  difference  value  in  increasing  order.  Now
for  dynamic  selection  of  circular  queue  for  data  embed-
ding,  we  take  the  integer  value  of  all  the  pixels  of  second
block,  which  is  the  second  pixel  in  all  the  circular  queues.
Now  subtract  all  the  integer  values  of  all  pixels  of  second
block  from  255.  The  circular  queue  whose  second  pixel
is  having  maximum  difference  value,  taken  as  ﬁrst  cir-
cular  queue  for  data  embedding.  After  that,  all  circular
queues  are  taken  into  consideration  based  on  their  differ-
ence  value  in  decreasing  order.  For  dynamic  selection  of
ﬁrst  embedding  index  in  selected  circular  queue,  we  take
the  starting  four  bits  of  ﬁrst  byte  of  selected  secret  data
block.  Now  by  taking  its  integer  value,  we  ﬁnd  the  start
index  for  embedding  in  circular  queue  since  in  circular
queue  we  can  start  from  any  index  for  performing  queue
operation.
 Embedding  the  secret  cypher  text  in  cover  image  using
circular  queue,  is  done  as  follows.
a.  Embed  the  number  of  secret  cypher  message  blocks,
secret  cypher  message  block  length,  number  of  circu-
lar  queues  in  cover  image,  number  of  circular  queues
in  cover  image  used  for  data  embedding,  length  of
circular  queues,  dynamic  adaptive  procedure  gener-
ated  values  for  selection  of  circular  queues  of  cover
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image  and  secret  message  blocks,  start  index  of
each  selected  circular  queue  for  embedding  in  some
reserved  location  i.e.  to  byte  numbers  3045—4045.
b.  Convert  the  secret  cypher  text  in  various  blocks  of
seven  bytes  each  and  cover  image  in  various  circular
queues  of  sixteen  pixels  each.
c.  Now  by  using  dynamic  adapted  procedure,  select  one
block  of  secret  cypher  message  and  assign  them  to  one
circular  queue  of  cover  image,  for  embedding.
d.  Embedding  will  be  done  in  dynamically  selected  cir-
cular  queues  sequentially.  First  pixel  for  embedding
in  circular  queue  is  identiﬁed  by  using  dynamically
selected  start  index.  Here  we  can  embed  only  5th  to
8th  bit  LSB  position  in  a  pixel  for  better  visual  quality
of  stego  image.
e.  Go  to  step  (c).  Continue  this  process  until  all  the
cypher  data  block  is  not  empty  and  all  secret  cypher
text  is  not  embedded  in  circular  queues  sequentially
and  send  resultant  stego  image  to  the  receiver.
•  At  receiver  side,  reverse  mechanism  is  used  to  extract  and
decrypt  the  secret  data.
Results and  analysis
Resultant  simulated  outcome  using  MATLAB  for  different
cover  images  and  their  stego  images  are  being  displayed  in
Fig.  2.  If  histograms  are  also  considered,  then  there  is  neg-
ligible  amount  of  difference  between  histogram  of  original
cover  image  and  stego  image.  Histograms  for  various  original
images  and  their  stego  images  are  also  shown  in  Fig.  2.
The  PSNR,  MSE  and  maximum  embedding  capacity  values
at  divergent  payloads  for  different  images  of  various  sizes
are  given  in  Table  1.  PSNR  is  calculated  in  decibels  (dB).  A
high  quality  stego  image  should  aspire  for  40  dB  and  above  (Li
et  al.,  2011).  PSNR  outcome  is  deﬁned  by  the  mean  square
error  (M.S.E)  for  two  P  ×  Q  monochrome  images,  Where  x
as  well  as  y  are  image  coordinates,  SGxy (stego  image)  and
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Figure  2  (a),  (e),  (i),  (m)  are  original  cover  images  and  (c),  (g),  (
histograms of  original  cover  images  and  (d),  (h),  (l),  (p)  are  their  stestem  419
Vxy (cover  image),  one  of  the  images  is  approved  a  noisy
urmise  of  the  other  is  deﬁned  as:
.S.E  = 1
PQ
P∑
x=1
Q∑
y=1
(SGxy −  CVxy) (1)
SNR  =  10log10
{
CV2max
M.S.E
}
(2)
here  CVmax =  the  maximum  255  pixel  value,  for  8-bit  cover
mages  (Li  et  al.,  2011).
Using  Fig.  2, one  can  observe  that  there  is  no  visual
rtefacts  with  the  stego  images  and  histograms,  it  is  look-
ng  exactly  same  as  corresponding  original  cover  images.
teganography  methods  performance  can  be  observed  by
he  three  valuable  speciﬁcations:  secrecy,  volume/capacity,
nd  visual  imperceptibility  (Li  et  al.,  2011).  Secrecy  is
sed  to  protect  data  from  unauthenticated  attackers  or
ntruders.  The  hiding  capacity  should  be  enough  to  obscure
he  data  in  a  cover  image.  Visual  quality  of  stego  image
hould  be  like  that  no  one  can  claim  about  imperceptibil-
ty  (Cheddad  et  al.,  2010).  Fig.  3  shows  the  result  analysis
f  proposed  algorithm  using  various  performance  parame-
ers.  Using  Table  1, results  are  analysed.  By  result  analysis,
t  can  be  noticed  that  by  increasing  the  cover  image  size  and
ecreasing  the  secret  data  size  PSNR  value  will  be  increased
p  to  83.21  dB  and  MSE  value  will  be  decreased  up  to  0.0003
s  well  as  maximum  embedding  capacity  is  increased  up  to
7%.  So  that  performance  will  be  high  with  respect  to  PSNR,
SE  and  maximum  embedding  capacity  value.  Using  Table  2,
he  comparison  of  the  proposed  scheme  is  shown  on  the  basis
f  minimum  calculated  PSNR,  embedding  capacity  and  visual
mperceptibility  with  the  different  algorithms  proposed  by
ther  researchers.  Compared  to  other  algorithms  suggested
y  different  experts  in  this  ﬁeld,  our  approach  is  a  stronger
ne  and  can  be  used  for  securing  any  kind  of  secret  data.
ig.  3  shows  the  result  analysis  of  proposed  algorithm  using
arious  performance  measure  parameters.
k),  (o)  are  their  stego  images  respectively,  (b),  (f),  (j),  (n)  are
go  images  histograms  respectively.
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Table  1  Observed  capacity,  MSE  and  PSNR  value  (different  cover  images  of  same/different  size  with  various  secret  cypher  data
of same/different  size).
Cover image
(*.bmp)
Cover image size (in
kilobytes)
Quantity of cypher
embedded (in bytes)
Maximum embedding
volume (kilo bytes)
Percentage of
embedding volume (%)
w.r.t (image size)
MSE  PSNR (in
dB)
Cameraman 262 256 89.25 34 0.0021 74.71
Cameraman 262 1024 89.25 34 0.0054 70.21
Baboon 262 256 86.61 33 0.0026 73.51
Baboon 262 1024 86.61 33 0.0056 70.61
Leena 262 256 84.23 32  0.0049 72.89
Leena 262 1024 84.23 32 0.0038 70.91
Barbara 262 256 85.67 33 0.0022 75.31
Barbara 262 1024 85.67 33 0.0041 71.46
Cameraman 1048 256 387.03 36 0.0003 83.21
Cameraman 1048 1024 387.03 36 0.0010 78.21
Baboon 1048 256 383.31 37 0.0004 82.03
Baboon 1048 1024 383.31 37 0.0011 77.06
Leena 1048 256 378.04 36 0.0004 82.63
Leena 1048 1024 378.04 36 0.0010 78.52
Barbara 1048 256 380.13 36 0.0003 82.89
Barbara 1048 1024 380.13 36 0.0010 77.53
Figure  3  Result  analysis  of  proposed  algorith
Table  2  Comparison  with  other  research.
Name of the author
and schemes
Minimum
calculated
PSNR  (dB)
Capacity Visual
imperceptibility
Swain and Lenka
(2015)
50.50 Good Better
Wang and Chen 44.20 Medium Good
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Nag et al. (2011) 30.48 Very low Poor
Proposed algorithm 70.21 Very good Best
onclusion
n  this  paper,  a  novel  secret  transmission  scheme  is  proposed
sing  the  notion  of  obscurity  with  respect  to  a  circular  queue
SBs  substitution.  The  secret  message  blocks  are  allocated
ynamically  by  the  sender  to  the  image  blocks  with  respect
o  circular  queues,  which  increases  security  levels  and  gives
ynamic  effect  to  proposed  algorithm.  Proposed  algorithm
ses  RSA  public  key  cryptosystem  to  provide  conﬁdentiality
f  information  at  data  centre  end-to-end  communication.  At
teganography  level,  LSBs  substitutions  using  circular  queues
re  used  to  protect  data  from  leakage  in  transmission  chan-
el  when  resources  are  shared  among  multiple  transmission
olders.  By  result  and  histogram  analysis,  it  is  concluded
hat  PSNR  value  is  better  as  compared  to  some  of  the  existing
Ym  using  various  performance  parameters.
lgorithms  and  imperceptibility  distortion  cannot  be  mea-
ured  from  the  corresponding  stego  images.
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